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Summary

Introduction. Continuous growth in the number of passengers on international flights
increases customs authorities and other relevant agencies need to be prepared to handle
the number of passenger without harming the speed of the passengers flow through
the air border checkpoints. Responding to this increase, the use of modern technology
and greater domestic and international cooperation can enhance the effectiveness of
customs control and assist customs to more efficiently cope in preventing the cross-
border movement of terrorists, threats arising out of the terrorist activity, prevent
dangers to national security. Incorporating passenger selection/screening criteria
based on high-quality risk indicators and advanced passenger information has proven
to have a positive effect on enforcement activities. Purpose. The purpose of the research
is to develop risk-oriented Advance Passenger Information and Passenger Name
Record (API/PNR) programme model for effective passenger control. Results. It was
found that successful establishment and utilization of proposed risk-based conceptual
model of Advance Passenger Information (API) and/or Passenger Name Record (PNR)
in Azerbaijan offer the following benefits for the involved parties: simplification and
facilitation of existing procedures; reduction or elimination of unnecessary passenger
control measure, access to the risks, fulfil targeted controls and provide pre-clearance
of the flights, establishment of a risk-based model for Border Control Management;
improvement and determination of the ways to overcome the challenges faced in
matters related to identification and risk management systems, increase of awareness
of the interested government bodies with the further possibilities more effectively
address potential threats targeting national security. Conclusions. Advance Passenger
Information and Passenger Name Record data play an important role in identifying the
risks because it allows customs authorities to carry out targeted and risk-based control,
which helps to detect and prevent a number of serious transnational offenses while
maintaining data protection and privacy.
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Anomauisn

Bcemyn. Tocmitine 3pocmants KinbKOCMi RACANMCUPI6 HA MIJDICHAPOOHUX pelicax
30LIbULYE HABAHMAICEHHS HA MUMHI Op2aHU Ma THUi 8ION0GIOHI OpeaHu, K NOBUHHI
6ymu 2omosi 06podIsAMU 8CIHO KIbKICMb NACANCUPIE Oe3 WKoOU 011 WEUOKOCmI naca-
AHCUPONOMOKY Uepe3 NOGIMPAHT NYHKMU NPONYCKY. ¥ 8i0n06idb HaA ye 3pOCManHs GUKO-
PUCTAHHS CYUACHUX MEXHON02TI | pO3UWUPEHHS GHYMPIUHbO20 MA MIJICHAPOOHO20 CIG-
pobimuuymea modxce niOGUWUMY ehEeKMUBHICTN MUMHO20 KOHMPOIIO Ma OONOMOSIU
MUMHUYAM epekmusHiuie 60pomucs i3 3ano0ieaHHAM MPAHCKOPOOHHOMY NepemiljeH-
HIO MepOopUCmiB, 3a2po3am, Wo GUHUKAIOMb GHACAIOOK MEpOPUCMUYHOL OISTbHOCH,
3ano0ieanHI0 KOHMPAabandi, MOP2i6i HAPKOMUKAMU MA THWUM 3A2PO3aM HAYIOHANbHII
be3neyi. [Josedeno, wo GKII0UEHHs Kpumepiia 6i000py/nepesipku nacaxicupie Ha 0CHOGI
BUCOKOSIKICHUX THOUKAMOPI6 pU3UKY Ma po3uwuperoi inghopmayii npo nacasxcupis nou-
MUBHO BNAUBAE HA OIATLHICMb NO eeKMUBHOMY KOHMPONIO 34 NepeMilyeHHAM ociO
yepes kopOoH. Mema. Po3pobka pusux-opienmoganoi mooeni npozpamu nonepeonsoi
inghopmayii ma 3anucy danux npo nacadxcupie (API/PNR) onsa eghexmugno2o xowm-
pomio. Pesynomamu docnioycenns. byno ecmanosneno, wo ycniwne 6npo8adiCceHHs
ma 6UKOPUCTHAHHSA 3aNPONOHOB8AHOI KOHYeNnmyaibHoi Mooeni nonepedHvoi ingopmayii
npo nacasicupie (API) ma/abo 3anucy oanux npo nacadicupie (PNR) 6 Azepbaiioica-
HI Ma€e HACMYnHi nepegazu 0Jis 3a1YYEHUX CMOPIH: CHPOWEHHS | NONe2UIeHH S ICHYIO-
Yux npoyeoyp KOHMpomo ma 0QoOpMIeHHs, 3MEHWEHH ab0 CKACYBAHHS HeNOMPIOHUX
3ax00i8 KOHMPOJIO NACANACUPIE, OOCHYN 00 PUSUKIB, 30IlICHEHHS YIIbOBO2O KOHMPOIIO
ma HAOAaHHsI NONEPEOHbO2O 00360y HA PeUcU; CMEOPEHHS MOOeNi YRPAGIIHHA NPUKOD-
OOHHUM KOHMPONEeM HA OCHOBI OYIHKU PUSUKIB, 600CKOHANEHHS ThA USHAYEHHS WISIXIE
NOOONAHHA BUKIUKIG, WO GUHUKATOMb Y NUMAHHAX, N08 A3AHUX I3 CUCMeMaMU i0eHmu-
Gixayii ma ynpasninnsa pusuxamu. Bucnoeku. Ilonepeouns ingpopmayis npo nacasxcupa
ma 3anuUc OaHUX NPo NACANCUPIB BIOiepaAlomyb 8AJICIUBY POJib ) GU3HAUEHHI PUSUKIE Ma
00360JIA10Mb MUMHUM OP2AHAM 30TUCHIOBAMU YINECNPAMOBAHUL KOHMPOTb, WO IPYVH-
MYEMbC HA OYIHYT PUSUKY, WO OONOMA2AE BUABUMYU MA 3aN00iemu HU3YI Cepuo3HUX
MPAHCHAYIOHATLHUX NPABONOPYUIEHD, 30epiearouu 3aXUcm OaHux i KOHGioeHyitinicmy.

Knwowuogi cnosa: ynpasninmsa pusuxamu, Mumie o0CIy208y8anHs, nonepeore inghop-
MYBAHHA NACAHCUPIB, 3aNUC OAHUX NPO NACAINCUDIB.

Introduction. Azerbaijan Customs Service (ACS) is developing dynamically
and moves ahead confidently as an organization aiming continuously implement
international standards to achieve world-class quality of services. Azerbaijan Customs
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Service pays special attention to the application of IT systems and technologies
which facilitates the movement of the goods, passengers and means of the transport
and simplifies the border crossing procedures.

According to statistics [1] number of passengers boarded by the global airline
industry has reached ported 4.7 billion passengers globally in 2020. It is estimated that
the global volume of air passengers grows at a rate between 5% and 7% every year
and could reach 7.2 billion by 2036.

The traditional Customs inspections based mostly on selective methods of Customs
control, behavioural analysis, questioning, baggage surveillance and etc. is no longer
sufficient to control increasing risks and threats. Simultaneously Customs authorities
around the globe, face major challenges in balancing a country’s need for controls with
the benefits of facilitating cross-border traffic of people and their goods. One of the most
challenging tasks for an Administration is the mitigation of the risks associated with
the movement of people across its borders. In most cases administration has only a short
time to make a decision whether the person is a high or low risk while managing high
volume of travellers. The task is further complicated by the large number of means
of transportation that are used, including commercial aviation, general aviation,
commercial vessels, cruise ships, trucks, automobiles, train, and on foot.

Problem setting. Investing in risk management solutions based on advance
information as the guiding principle for border management can provide assistance to
better manage the growing volume of travellers flows through the “air” borders. The
solution, which can provide customs with information about passengers in advance would
enable customs to perform risk-based targeted controls on passengers and the goods
carried by them while enabling the flights to be processed more effectively. The ability
of border control agencies to identify persons of concern in advance of their arrival
or departure is considered significant in supporting a government’s commitment to
ensuring the safety and security of its citizens.

The introduction of risk management techniques within Customs often comes as
aresult of the acknowledgment that due to an increasing cross-border flows and changing
government priorities, the administration is unable to continue to deliver its customs
control operations in the same manner as previously. Therefore, this generally means
that administrations recognize that they can no longer interact physically with 100%
of cross-border flows and need to move from traditional style controls towards a risk-
based operating model by a reassessment of its mission, roles, and methods of operation.
To address this challenge most administrations, implement risk-based selectivity
and targeting.

The use of Advance Passenger Information (API) and/or Passenger Name Record
(PNR) for risk assessment would greatly assist Azerbaijan Customs to meet the needs
of enforcement and facilitation of legitimate travel and would be the starting point for
the further development and exploitation of intelligence for controlling the travellers
[2; 3].

Analysis of literature data. Over time, ACS has aligned its passenger control
procedures with the best international practices in terms of duty-free baggage allowances
and simplified procedures supported by modern infrastructure and other facilities.
Aiming and adopting modernization, ACS has become more transparent in its activity in
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terms of simplification of Customs procedures, recent reformation of customs legislative
framework and continuous trade facilitation measures and the introduction of concepts
recognized as international standards in the field of customs. ACS has taken steps to
offer measures such as electronic data exchange, e-declaration, risk management, pre-
arrival data exchange on goods, Single Window principle, etc. Many of these measures
have been introduced to the public as e-services available through the customs and state
e-services web portals. A significant part of the measures undertaken was devoted to
enhance facilitation and simplification of Customs formalities in border crossing [4].

Currently, many border control agencies all over the world prefer more selective
approach for passenger control which is based on intelligence data analysis, behavioural
patterns, risk management, and other efficient methods of targeting, also combining
these approaches with the traditional random selection methods. It is widely recognized
that using such methods produces better results than routine systematic inspections [5].

Currently, ACS performs the border checks on passengers on the basis of the following
techniques and methods: behavioural analysis, documents control and past experience
when selecting passengers for further checks; the use of non-intrusive technical means
of customs control such as X-ray equipment for baggage examinations; dual-channel
system (Red and Green Channels) for speedy clearance of inbound baggage; basic pre-
arrival screening of the “air passengers” based on the paper lists of passengers provided
by some airlines in advance for certain flights (departure and arrival time of transport,
the total number of passengers with an indication of names carried on that transport
and initial point of embarkation); simplified e-declarations for passengers (declarations
can be submitted electronically in advance by filling the web-based declaration form
before arrival to Azerbaijan or by using the special electronic kiosks installed in
the airports) [6].

The purpose of the research. The main goal of this article based on the experience
of Azerbaijan customs service to provide guidance and support to the interested
Customs Authorities to successfully implement their national API/PNR Programme in
order to facilitate border control and clearance of passengers and their baggage using air
transport, prevent smuggling and entrance of potentially high-risk goods and individuals
into the country.

Materials and Methods of the Research. Continuous growth in the number
of passengers on international flights increases customs authorities and other relevant
agencies need to be prepared to handle the number of passenger without harming
the speed of the passengers flow through the “air” border checkpoints. Responding
to this increase, the use of modern technology and greater domestic and international
cooperation can enhance the effectiveness of customs control and assist customs to more
efficiently cope in preventing the cross-border movement of terrorists, threats arising out
of'the terrorist activity, prevent smuggling, drug trafficking and other dangers to national
security. Incorporating passenger selection/screening criteria based on high-quality risk
indicators and advanced passenger information has proven to have a positive effect on
enforcement activities.

While the decisions taken by customs officers are based on their experience, expertise,
and information at hand, it is difficult and mostly impossible to assess all the risks
without all the information that could have been obtained through the pre-arrival data

52



PO3BUTOK TPAHCIIOPTY
Ne 3(14), 2022

on passengers. In addition, these procedures, particularly during the crowded touristic
seasons, are often judged by the travellers as measures affecting their dignity (for
example, while waiting for primary or secondary checks, while being held in holding
rooms or short-term holding facilities, upon the refusal of entry or during searches).
If the situation is not explained well to the passengers, routine checks based on
unreasonable impressions of the customs officers may lead to perceived discrimination
and other implications. In this regard, passenger targeting and risk management tools
with the use of the Advance Passenger Information (API) and Passenger Name Record
(PNR) datasets could be beneficial to Customs authorities to switch from the routine
checks to a passenger selection/screening criterias based on high-quality risk indicators
and analysis of pre-arrival information [7; 8].

The need for customs to enhance controls, related with the growth of air passenger
traffic has started to place strain on the resources of ACS, resulting in possible delays
in the processing of passengers arriving at airports. Taking this fact into account there
is a growing need to find a solution that would assist customs to handle increasing
workloads.

This demand of customs could be solved with investing in a solution that would tailor
customs processes while adhering to international standards. Providing the ACS with
passenger information in advance of a flight arriving in Azerbaijan will facilitate checks
against watchlists to identify persons of interest before passengers arrive at border
control. This will be to the benefit of both the State and genuine passengers by:

— Assisting in the prevention of crime;

— Facilitating the smooth passage of legitimate travelers;

— Allowing for improved and more effective management of the State’s borders.

In order to accurately balance between facilitating cross-border movements
and upholding border security, effective cooperation between government bodies,
the transport sector and relevant international actors is essential. At the moment API
and PNR are two technical solutions to streamline traveller identification management
and facilitate border management.

The importance of a legislative framework for API/PNR data transfer is stipulated in
Revised Kyoto Convention [9].

API involves the capture of a passenger’s biographic data and other flight details by
the transport operator before departure and the transmission of the details by electronic
means to the Border Control Agencies in the destination country and made available
on the primary line at the border crossing point. API enables national border agencies
and other government departments to pre-identify persons of interest prior to their
arrival (Table 1).

PNR data (Table 2) are unverified information provided by passengers and collected
by air carriers to enable the reservation and check-in processes. It includes information
on travel itinerary, ticket information, contact details, means of payment and others.
PNR differs from API comprising a greater number of data sets. The analysis of PNR
data can provide the authorities with important elements from a criminal intelligence
point of view, allowing them to detect suspicious travel patterns and identify forms
of serious crime, associated criminals and terrorists, in particular those previously
unknown to law enforcement [10].
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Table 1
Advance Passenger Information (API) Data Items
Ne Data Item Definition
1 | Travel Document Type Type of Travel Document being used.
2 | Travel Document Number |Identification Number of the Travel Document
3 Travel Document Expiry Expiry date of the Travel Document. Mandatory only if
Date the travel document has one.
4 Travel Document Issuing State/Organization that issued the Travel Document
State being used
5 |Surname Surname (family name) of the travelling person
6 | Given Names Given names of the travelling person.
7 | Gender Gender of the travelling person
8 | Date of Birth Date of birth of the travelling person
9 |Nationality Nationality of the travelling person
PNR locator code A code which uniquely identifies a particular PNR
record for a given voyage. This code is used to link
10 a passenger’s API data to a single PNR record.
The same PNR record locator code needs to be included
in both the API and PNR. It is anticipated that Carriers use
the booking reference or PNR to populate this data element.
Carrier Operator Unique Used to uniquely identify a passenger within a Carrier’s
11 |Passenger Reference Reservation and Departure Control System’s (DCS).
Identifier Therefore there is no repeat between flights.
12 |Initial Point of Embarkation | Port code of the initial place of embarkation
13 |Final Point of Debarkation | Port code of the final place of debarkation
14 | Transit Flag Indicates if the passenger or crew is in transit
15 | Total Luggage Weight Weight of total luggage carried by a passenger
16 |No of Bags Total number of bags carried by a passenger
17 |Bag Tags Tag information of bags carried by a passenger
18 Security Number Unique number allocated by the check-in desks and it
identifies a passenger.
19 |Baggage Details Details of the baggage including bag destination
20 |Seat number Passenger seat number
Table 2
Passenger Name Record (PNR) Data Items
Ne Data Item Definition
1 2 3
Passenger Name Record A code which uniquely identifies a particular PNR
1 (PNR) locator code record for a given voyage. This code is used to link
a passenger’s API data to a single PNR record.
2 Date of reservation / issue | Date reservation made.
of ticket
3 Date(s) of intended travel | Date Passenger intends to travel.
4 Name(s) on the PNR Passenger name.
Available frequent-flyer Card number and type of any frequent flyer or similar
5 information (free tickets, |scheme used.
upgrades, etc)
Other names on PNR, Including names of all other passengers on the booking
6 |including numbers and any contact person.

of travellers on the PNR
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types 1 to 18 above

Table 2 (ending)
1 2 3
All available contact Passenger’s address and any further contact address
information (including for the passenger/reservation.
7 | originator information) Can include telephone number for Passenger, Travel
Agency, Hotel etc.
Email address of person who made reservation.
All forms of payment Specifies payment means and details (e.g. Credit Card
8 information and billing Number).
information
Travel itinerary for specific | PNR flight itinerary segments/ports, itinerary history,
PNR origin city/board point,
destination city, active itinerary segments, canceled
segments, layover days, flown
9 segments, flight information, flight departure date,
board point, arrival port, open
segments, alternate routing unknown (ARNK)
segments, non-air segments, inbound
flight connection details, on-carriage information,
confirmation status
Travel agency and Travel | Travel agency details, name, address, contact details,
10
agent IATA code
11 Code share PNR PNR reference of code share booking.
information
Split / Divided PNR The fact that a reservation in respect of more than one
12 |information passenger has been divided due to a change in itinerary
for one or more but not all of the passengers.
Travel status of passenger |Travel status of passenger, including confirmations,
13 | (including confirmations | check-in status, no show or go show information
and check-in status)
Ticketing information Includes ticket number and ticket type.
including Ticket number,
14 |one-way tickets,
and Automated Ticket fare
quotes
All baggage information | Number of bags, total weight, tag numbers, destination
15 .
of bags and pooled bag details.
16 Seat information include | Class of travel, seat number and cabin number request
seat number where applicable.
General remarks including | Other supplementary information, e.g. Infant, Staff,
other supplementary VIP. Special Service Information or Special Service
17  |information (OSI) Requests.
and Special Service
Information
18 Any collected Advance Any API data elements collected at the time of booking.
Passenger Information (API) | Name and travel document number will be extracted.
All historical changes to All changes to the PNR record.
19 |the PNR listed in data

The scope of API and PNR data refers to data about travellers collected prior to
departure or at the time that flight bookings are made. The API/PNR data comprises
personal, financial information (travellers identifying details, method of payment
and bank details, contact details, routing and etc.) about travellers which requires
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adequate protection against misuse. Reviewing the work done so far in the described
area, in order to create efficiently working system the following approaches could be
implemented (Figure 1).

API/PNR data are key sources of information in order to carry out and rationalize
customs controls on passenger’s traffic in a more effective way. By using PNR data in
real time, pro-actively and re-actively customs authorities can assess risks and better
combat serious transnational crime and terrorism threats.

Formal letter to
government with
justification of the intent
on establishment of
APIfPNR Programme

Reform Werking Group -
with invovement of Draft and adopt the
inatarastad state Action Plan
authoritias

Draft the new specific
legislative acts for
API/PNR

Develop PNRGOV

Formation of PSDW
message format

Establishment of the
API/PNR massaging
bazed on secure IBM
Websphera MO or Web
service connectors

Motification sent to Continuous training and
girlines technical assistance

Fig. 1. Conceptual model of API/PNR system
(PSDW — Passenger Data Single Window)

In order to perform their tasks as efficient as possible, ACS, for example, is
recommended to use a combination of traditional techniques of customs control such
as behaviour analysis and questioning with the modern non-intrusive control technique
through the use of API/PNR data processing.

Pre-arrival risk assessment is applied at three levels: selection of flights for risk
assessment coverage; profiles and criteria searches that run over a selected flight
to identify passengers for further analysis; and analysis of passenger information
and intelligence which may highlight a passenger as a person of interest (including
national watchlists).

Flight and passenger selection decisions should be based on risk indicators
and profiles which are developed by using historical data. The procedure allows travellers
information to be processed against other information available in the national databases
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including intelligence information from the law-enforcement and other government
agencies. The end result is an improved process or system that assists border agencies in
identifying individuals who require additional inspection and making informed decision
on the admissibility of individuals seeking admission into the country. With respect to
the Azerbaijan Customs Service, the properly deployed API/PNR risk analysis system
will enhance the performance of Azerbaijan customs in combating the trafficking
of drugs, weapons, counterfeits and cultural goods (for example to be able to measure
the frequency of goods conveyed by passengers, by combining the data with the national
passenger declaration database). As the information on passengers will be available
prior to a flight, it will be possible to ensure large-scale and very rapid identification
of sensitive or illogical routes, inconsistencies of unduly short duration of stay with
weight/size of a passenger’s luggage, unusual forms of payment, past criminal patterns
etc., or a combination of these criteria.

API and PNR data play an important role in identifying the risks associated with
the baggage of passengers because it allows customs authorities to carry out targeted
and risk-based control, which helps to detect and prevent a number of serious
transnational offenses and organized crime while maintaining data protection and privacy.
Specifically, for Azerbaijan, targeted controls based on API/PNR analysis can support
customs in combatting with the illegal outbound movement of the currency, cultural
heritage and goods prohibited and restricted for importation. The use of API/PNR data,
which enables identification of passenger based on their risk profiles.

Conclusions. Pursuing a global approach with regard to the transfer and use
of API/PNR data, this article brings together approaches and recommendations how to
implement the national API/PNR Programme on the example of Azerbaijan.

Border control arrangements in Azerbaijan concerning travellers seek to maximise
the economic, societal and political benefits of travel while at the same time identifying
and mitigating risks and threats. To achieve these national objectives, Azerbaijan must
identify travellers and assess traveller risks.

The benefits of API and PNR transmission will enable border control authorities
of Azerbaijan to identify potentially high-risk individuals, prevent smuggling and process
passengers in a rapid and efficient manner.

The development of modern and effective passenger targeting and risk management
tools on the basis of API and PNR datasets is a clear example of effective use of human
resources in customs. The solution increases the effectiveness of the checks with
the usage of the same personnel.

Establishment of the system will also benefit the inter-agency cooperation, as
the technology requires collaboration and interconnection of the databases with the State
Border Service, Police, other governmental agencies, and airlines.
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